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           Export Control Checklist

Fundamental Research 
Santa Clara University is committed to openness in research as defined in our Policy on free and open inquiry (Faculty Handbook Section 3.7.8). Research conducted at Santa Clara typically falls under the public domain and fundamental research exclusions from federal export control regulations (Faculty Handbook Section 3.7.8.1) 
. Your research may, however, be subject to these regulations. The purpose of this checklist is to determine if your research may be subject to U.S. export controls or other restrictions.  You should be aware that the criminal penalties for individuals who unlawfully export or disclose export-controlled information under International Traffic in Arms Regulations (ITAR) or Export Administration Regulations (EAR) is up to ten years imprisonment and/or a fine of $1,000,000 per violation.

Export controls are relevant if you are:

1. sending your research or elements of your research overseas;

2. discussing your research with persons outside of the United States; or

3. discussing your research with foreign nationals in the United States.  

Export control issues are likely to arise when you are collaborating with a foreign university or corporation or have foreign national students of the University working with you.  This checklist will help you identify cases in which your projects would be exempt from U.S. export controls.

If it is determined based on the questions provided below that your research is not subject to U.S. export controls, you may share information about this research with foreign nationals located outside or inside the United States without violating U.S. export controls.  However, other U.S. laws and regulations may restrict the transfer of this information.  As an example, interactions with embargoed countries, such as Cuba, Iran, Sudan, and North Korea, may be prohibited by U.S. economic sanctions law unless a license is obtained.  Any research or information sharing conducted with or for these countries or nationals of these countries should be discussed with the Director of Research Compliance and Integrity prior to its occurrence.

Any information or items that are likely to be used in the development of a weapon of mass destruction may trigger trade restrictions other than export control regulations.  Similarly, anything used in satellites or otherwise in outer space may have additional controls.  Finally, additional requirements may exist for any research designed or modified for or conducted in cooperation with, on behalf of, or for a military end user such as an entity of the U.S. or foreign military.  Please note that information or software containing encryption algorithms or code is often subject to export controls regardless of whether it is publicly available.

The exclusions from U.S. export controls covered by this checklist are available only for information associated with research, such as experimental results or academic publications.  The regulatory exemption for publicly available information or fundamental research does not cover the actual physical export of controlled equipment, software, materials or biological materials.  Thus, although the results of fundamental research may be exportable without a license, in some cases, the equipment used to conduct it or some of the products from the research may be controlled.

If you think any of the above conditions may apply to your research, if your research is subject to U.S. export controls based on the answers to the questions below, or if you have any questions as to whether your research would be subject to U.S. export controls, please contact the Director of Research Compliance and Integrity for more information and an analysis of whether an export license is required.  This analysis must occur before any foreign national becomes involved in your research and before any transfer of information out of the United States occurs.  Please contact the Director of Research Compliance and Integrity as early as possible.  Licensing takes time and the Office can assist you to avoid undue delays in your research.

Export Control Checklist

Part 1.  Published Information and Software.  Check appropriate boxes to determine if your research can be considered published information and software and therefore NOT subject to export controls.

1.
My research meets the following criteria and is thus publicly available because it is published information and software:

 FORMCHECKBOX 

It is not research on or containing encryption commodities, software, or source code, AND

(If your research is on or contains encryption source code, please see Director of Research Compliance and Integrity to determine whether the encryption source code meets available exceptions for products containing limited cryptography or low level encryption algorithms.)
 FORMCHECKBOX 

There is no reason to believe that information or software released by my research will be used in the development of a weapon of mass destruction, including the proliferation of nuclear explosive devices or chemical or biological weapons or missile technology, AND

 FORMCHECKBOX 

If my research is funded by the U.S. government, I have complied with all terms and conditions including any specific national security controls agreed to, which may include prepublication review, AND

 FORMCHECKBOX 

The information or software being released is already “published” via one or more of the following (please circle any that apply):  
It is available for general distribution either for free or at a price that does not exceed the cost of distribution; OR

It is published in periodicals, books, print, electronic or other media available for free or at a price that does not exceed the cost of reproduction to general distribution to any member of public or to communities of persons interested in the subject matter; OR
It is available at libraries open to the public or at university libraries; OR

It is released at an open conference, meeting, seminar, trade show, or other open gathering where: (1) attendees are permitted to take notes or make a record of the proceedings and presentations, and (2) any qualified member of the public is eligible to attend (which means that the registration fee is reasonably related to cost and if there are limitations on attendance, participants are selected on a first-come first-served basis or on the basis or relevant competence, experience, or responsibility); OR

It is submitted as papers for publication to domestic or foreign editors or reviewers of journals or to organizers of open conferences or other open gatherings with the understanding that the papers will be made publicly available if favorable received.

All of the boxes in Part 1 must be checked in order for your research to be considered published information and software. If all boxes are not checked in Part 1, then please contact the Director of Research Compliance and Integrity to discuss how to proceed.

Part 2. Fundamental Research. Check appropriate boxes to determine if your research can be considered fundamental research and therefore NOT subject to export controls.

2.
My research meets the following criteria, and is, thus publicly available because it is fundamental research:

 FORMCHECKBOX 

It is research conducted by scientists, engineers, or students at an accredited institution of higher learning in the United States, AND

 FORMCHECKBOX 

It is not research on or containing encryption commodities, software, or source code, AND

(If your research is on or contains encryption source code, please see the Director of Research Compliance and Integrity to determine whether the encryption source code meets available exceptions for products containing limited cryptography or low level encryption algorithms.)
 FORMCHECKBOX 

There is no reason to believe that information or software released by my research will be used in the development of a weapon of mass destruction, including the proliferation of nuclear explosive devices or chemical or biological weapons or missile technology, AND

 FORMCHECKBOX 

If my research is funded by the U.S. government, I have complied with all terms and conditions including any specific national security controls agreed to, which may include prepublication review, AND

 FORMCHECKBOX 

No other restriction applies to the publication of the information resulting from the research, other than limited prepublication reviews which do not cause more that a temporary delay by research sponsors to prevent inadvertent divulging of proprietary  sponsor, AND


(The initial transfer of information from your sponsor to you and/or subsequent transfers of information may be subject to export controls.  Please check this box if you have requested that no export controlled data is transferred to you during the course of this project. In addition, if you have agreed that the sponsor can withhold some or all of the information transferred to you from publication, export controls may apply.)

 FORMCHECKBOX 

Any information or software resulting from such research will be “published” via one or more of the following (please circle any that apply):  
It is available for general distribution either for free or at a price that does not exceed the cost of distribution;

It is published in periodicals, books, print, electronic or other media available for free or at a price that does not exceed the cost of reproduction to general distribution to any member of public or to communities of persons interested in the subject matter; OR
It is available at libraries open to the public or at university libraries; OR

It is released at an open conference, meeting, seminar, trade show, or other open gathering where: (1) attendees are permitted to take notes or make a record of the proceedings and presentations, and (2) any qualified member of the public is eligible to attend (which means that the registration fee is reasonably related to cost and if there are limitations on attendance, participants are selected on a first-come first-served basis or on the basis or relevant competence, experience, or responsibility).

It is submitted as papers for publication to domestic or foreign editors or reviewers of journals or to organizers of open conferences or other open gatherings with the understanding that the papers will be made publicly available if favorable received.

All of the boxes in Part 2 must be checked in order for your research to be considered fundamental research. If all boxes in Part 2 are not checked, then please contact the Director of Research Compliance and Integrity to discuss how to proceed.
Part 3. Research Areas with Possible Restrictions.  Please check all boxes for areas where export controls or other restrictions may be needed.

3.
My research (check all that apply):

 FORMCHECKBOX 

is not on or does not contain encryption commodities, software, or source code, OR

 FORMCHECKBOX 
 is not designed or modified for a military use, OR

 FORMCHECKBOX 
 is not on satellites or in outer space, OR

 FORMCHECKBOX 
 does not involve working with information or items used in the development of a weapon of mass destruction, including the proliferation of nuclear explosive devices or chemical or biological weapons or missile technology nuclear materials, OR

 FORMCHECKBOX 
 does not involve interactions with embargoed countries, such as Cuba, Iran, Sudan, and North Korea.

If all boxes in Part 3 are not checked, then please contact the Director of Research Compliance and Integrity to discuss how to proceed.
PLEASE KEEP A COPY OF THIS COMPLETED QUESTIONNAIRE IN YOUR FILES AND FORWARD ONE TO THE DIRECTOR OF RESERACH COMPLIANCE AND INTEGRITY. 
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